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Abstract— Social networking platforms such as Twitter
enable broad human interaction but are increasingly targeted
by automated accounts that mimic human behavior, spreading
misinformation and manipulating public opinion. Detecting
such spambots is critical for maintaining information integrity,
yet many conventional approaches rely on opaque, black-box
models, limiting transparency and interpretability. This study
employs the Cresci-15 and Cresci-17 datasets to investigate
interpretable machine learning techniques for identifying
spambots and fake followers. Both feature-based and text-based
data are utilized, with preprocessing steps including
normalization, tokenization, and removal of irrelevant content.
Recursive Feature Elimination (RFE) reduces feature
dimensionality, while resampling strategies such as SMOTE and
SMOTEENN address class imbalance. Multiple machine
learning algorithms, including Decision Tree, Random Forest,
SVM, XGBoost, AdaBoost, Stacking Classifier, and Voting
Classifier, are evaluated. Results demonstrate that Stacking
Classifier achieves superior performance, reaching 99.9%
accuracy on Cresci-15 and 99.5% accuracy on Cresci-17
datasets. Additionally, explainable AI methods such as LIME
and SHAP provide clear insights into feature importance,
enhancing model transparency and supporting informed
decision-making. These findings highlight the effectiveness of
combining feature selection, advanced resampling, and
ensemble learning strategies with interpretable techniques for
robust detection of automated accounts in social networks.

Keywords— Interpretable Al, social network, bot detection,
fake followers, spambots.”

I. INTRODUCTION

Social networks have emerged as the central hub of
information dissemination in the modern digital era. Among
them, X (formerly Twitter) has become one of the most
prevalent and influential platforms, enabling millions of active
users to connect and engage in real-time conversations [1]. Its
vast social and economic impact, however, has also attracted
malicious actors who exploit its open nature to manipulate
public opinion and spread disinformation. Automated
programs, known as bots, are among the most common tools
used for this purpose. While some bots are beneficial,
generating useful content such as educational blogs and news
updates, malicious bots are designed to disseminate spam,
rumors, and harmful material [2].

The detection of these malicious accounts has become a
crucial challenge in ensuring the integrity of online discourse.
Bot detection strategies often rely on user metadata,
behavioral traits, timestamps, and network structures [3]. Yet,
the process of feature engineering—designing and extracting

www.ijesat.com

these characteristics—demands extensive effort and domain
expertise. Moreover, bots continue to evolve, adopting
adaptive strategies that mimic human behavior, making them
increasingly difficult to detect. Malicious bots also facilitate
the rapid amplification of misinformation, including fake
news and hate speech, by strategically interacting with high-
profile accounts [4].

The ecosystem of automated manipulation is further
complicated by botnets and Sybil accounts. A botnet refers to
a network of coordinated bots performing specific malicious
tasks, while Sybil accounts represent fabricated identities used
to distort authentic conversations [5], [6]. Such practices
disrupt genuine engagement and amplify low-credibility
content, raising serious concerns regarding trust and reliability
in social media ecosystems.

Given these threats, machine learning (ML) has been
widely employed in domains such as sports analytics [7],
sentiment analysis [8], [9], and fake news detection [10]. In
recent years, ML-based approaches have been extended to
social bot detection, offering automated solutions that
outperform traditional heuristic and network-based methods.
However, many ML-based detection frameworks still operate
as “black-box” models, providing limited interpretability.
This lack of transparency makes it challenging for researchers
and practitioners to understand whether predictions are based
on meaningful patterns or overfitted noise.

To address these limitations, interpretable machine
learning (XAI) is increasingly being integrated into bot
detection systems. XAl enhances transparency by explaining
the contribution of individual features to model predictions,
thereby improving accountability and trust. By bridging the
gap between algorithmic decisions and human
comprehension, XAl-based frameworks provide both
accuracy and interpretability, paving the way for more robust
and trustworthy detection of bots on X and similar social
networks.

II. RELATED WORK

The detection of bots in social networks has become a
critical research area due to the evolving nature of malicious
accounts that manipulate online discourse and information
ecosystems. Researchers have increasingly explored
advanced machine learning, graph-based methods, and
interpretable frameworks to improve detection accuracy and
scalability.
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Mbona and Eloff [11] highlighted the need to classify bots
not only as malicious but also as benign, recognizing that
many bots serve neutral or positive purposes such as news
delivery. They proposed a semi-supervised learning approach
that leverages limited labeled data with abundant unlabeled
data, reducing dependence on costly annotations while
enhancing differentiation between harmful and benign bots.
Similarly, Yang et al. [12] addressed scalability and
generalizability by introducing a data selection strategy that
ensures machine learning models trained on representative
datasets perform effectively across multiple contexts, a crucial
step toward building adaptable detection systems.

The rise of generative Al-driven bots introduces new
challenges. Lopez-Joya et al. [13] analyzed the anatomy of
bots powered by large language models, showing that their
ability to generate realistic, contextually coherent text makes
them harder to detect than traditional spambots. They
emphasized the need for updated strategies that can adapt to
Al-enhanced adversaries. Complementing this, Pham [14]
proposed an integrated model combining a pre-trained auto-
encoder with graph neural networks (GNNs), which captures
both latent behavioral features and structural social
interactions. This hybrid approach improved generalizability
across networks, outperforming conventional supervised
techniques.

Terumalasetti and Reeja [15] emphasized enhancing user
trust by developing a multi-dimensional analytics framework
that integrates content, temporal, and relational features. Their
holistic design provided robustness against adaptive
spambots, reflecting the necessity of multidimensional models
rather than reliance on single feature categories. Earlier,
Paudel et al. [16] had demonstrated how bot strategies evolved
to mimic human-like interactions within networks. Using
complex network analysis, they showed that structural metrics
like clustering coefficients

and centrality measures are valuable indicators for
detecting sophisticated bots.

Aljabri et al. [17] synthesized progress in the field through
a comprehensive literature review of machine learning-based
bot detection. They highlighted challenges including
dependence on feature engineering, scalability limitations,
and the opacity of black-box models. Their review
underscored the importance of balancing detection accuracy
with interpretability and adaptability. Wu et al. [18] extended
this perspective with Botshape, a framework emphasizing
behavioral pattern analysis such as posting frequencies and
temporal activity styles. By modeling dynamic behaviors,
their approach achieved strong performance against bots
designed to mimic human timing.

Graph-based approaches have also gained traction.
Bebensee et al. [19] proposed leveraging node neighborhoods
and egograph topology to capture relational differences at the
micro-structural level of social graphs, reducing reliance on
handcrafted features. Their work showed the potential of
graph-based learning to detect anomalies within
contextualized network structures. Finally, Dimitriadis et al.
[20] introduced Caleb, a conditional adversarial learning
framework that improves robustness against adaptive bot
strategies. By training on adversarial examples, their method
enhanced generalization and resilience, directly addressing
the evolving arms race between detection systems and
adversaries.
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III. MATERIALS AND METHODS

The proposed system introduces a robust and interpretable
machine learning framework for detecting spambots and fake
followers on social networks by integrating both feature-based
and text-based data from the Cresci-15 and Cresci-17 datasets.
Data preprocessing includes handling missing values,
encoding categorical variables, standardizing numerical
features, cleaning text (removal of HTML tags, URLs, non-
printable characters), normalization, tokenization, and TF-
IDF representation. To address class imbalance, SMOTE and
SMOTEENN are applied. Predictive models are built using
Decision Tree, Random Forest, SVM, XGBoost, Naive
Bayes, and AdaBoost, enhanced with Stacking and Voting
Classifiers. Recursive Feature Elimination reduces
dimensionality, while LIME and SHAP ensure
interpretability. A Flask-based interface enables real-time
detection and interactive analysis of model decisions.
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Fig. 1. System Architecture

The proposed system architecture begins with the Cresci
dataset, followed by data preprocessing to clean and prepare
inputs. Feature engineering and selection are applied to
extract meaningful tweet, user, and sentiment features for
representation. The processed data is split into training,
validation, and testing sets, generating feature vectors for
modeling. Various classifiers with fine-tuning are employed
to distinguish between human and bot accounts. Finally,
explainable AI techniques (LIME, SHAP) provide
transparency by explaining model decisions, enhancing trust
and interpretability in bot detection.

a) Dataset Collection:

i) Cresci-17: The Cresci-17 dataset was collected to study
social spambots, traditional spambots, fake followers, and
genuine accounts on Twitter. It comprises 14,368 users and
6,637,616 tweets, with 10,894 bots and 3,474 humans at the
user level, and 3,798,254 bot tweets versus 2,839,362 human
tweets. Multiple account types, including social spambots,
traditional spambots, and fake followers, were included. Each
user’s profile and tweet features were extracted, aggregated,
and labeled, providing a comprehensive, balanced dataset
suitable for supervised machine learning and interpretable
Al-based bot detection tasks.

Vol 26 Issue 06, June 2026

Page 1342 of 1347



ISSN No0:2250-3676

International Journal of Engineering Science and Advanced Technology (IJESAT)

user i followers count friendds count stuses coumt favourives count llmed count vesified default profile crested st account age deys description description len

Fig.2 Cresci-17 dataset

ii) Cresci-15: The Cresci-15 dataset consolidates five Twitter
datasets—E13, TFP, FSF, INT, and TWT—comprising 5,301
users and 2,827,757 tweets. It includes 1,950 human and
3,351 bot accounts. Each user profile contains 35 raw features
such as followers, friends, statuses, favourites, listed count,
verified status, profile details, and account creation date.
Tweets are enriched with text-based features like word count,
hashtags, mentions, URLs, emojis, punctuation, sentiment,
and engagement metrics. Aggregated user-level features
yield 29 comprehensive variables, enabling robust bot
detection and behavioral analysis.

serid followers count friends count statuses cownt favourites cownt lisbed count varified defouit profile created at  account age days

Fig.3 Cresci-15 dataset
b) Pre-Processing:

The following preprocessing steps were applied to both
Cresci-15 and Cresci-17 datasets, systematically preparing,
transforming, and optimizing user and tweet data to ensure
robust, accurate bot and human account classification.

1. Data Processing: Raw user and tweet data from Cresci-15
and Cresci-17 datasets were combined across all sub-
datasets. Missing numeric values such as followers, friends,
statuses, and favorites were filled with zeros. Account
creation dates were converted to datetime format, and
account age in days was calculated. Labels were standardized
(O=human, 1=bot), ensuring consistent identification of
accounts across both datasets for downstream feature
engineering and model training.

2. Feature Engineering: User and tweet data were
transformed to derive meaningful features. For users, metrics
like followers-to-friends ratio, description length, presence of
description, and sentiment scores were computed. Tweet-
level features included word counts, hashtags, mentions,
URLs, emojis, punctuation, unique word ratio, capitalization
ratio, tweet length, and sentiment. Aggregated statistics per
user, such as average hashtags, mentions, emojis,
engagement, and sentiment, were calculated, resulting in a
comprehensive feature set for modeling.

3. Visualization: Feature distributions for both datasets were
inspected to understand patterns, ranges, and variability.
Histograms, boxplots, and scatter plots were applied to
numeric features such as followers, friends, tweet length, and
account age. Visual analysis helped identify outliers, skewed
distributions, and differences between bots and humans,
guiding preprocessing and normalization decisions and
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enabling informed insights for feature selection and model
development.

4. Feature Selection: Relevant numeric and aggregated tweet
features were selected to maximize predictive power.
Redundant identifiers and low-informative columns were
removed. Features such as followers count, friends count,
followers-friends ratio, description sentiment, average
hashtags, mentions, emojis, engagement metrics, and tweet-
level statistics were retained. Feature selection ensured that
models focus on the most informative attributes, improving
efficiency, reducing noise, and enhancing classification
accuracy for both datasets.

5. Data Balancing: The datasets exhibited class imbalance,
with more bots than humans. To address this, oversampling
of the minority class or synthetic data generation was applied,
ensuring balanced representation of both human and bot
accounts. Balanced datasets prevented model bias toward the
majority class and improved predictive performance.
Aggregated user-level features were used to maintain
consistency while providing equitable training data for
accurate classification across both Cresci-15 and Cresci-17.

6. Scaling: Numerical features including followers, friends,
statuses, favorites, tweet counts, and engagement metrics
were scaled using Min-Max or z-score normalization. Scaling
standardized feature ranges, minimized the influence of
extreme values, and ensured all features contributed
proportionally to model training. This improved convergence
for gradient-based classifiers and maintained comparability
across features, enhancing overall predictive accuracy for
both Cresci-15 and Cresci-17 datasets.

¢) Training and Testing:

Processed and feature-engineered data were split into
training and testing sets with stratified sampling to maintain
class distribution. User-level and aggregated tweet features
were used to train supervised classifiers. Model performance
was evaluated using metrics such as accuracy, precision,
recall, and Fl-score. This ensured robust generalization
across both Cresci-15 and Cresci-17 datasets, enabling
reliable detection of bot and human accounts based on
comprehensive feature representations.

C) Algorithms

Decision Tree: Decision Tree analyzes both feature-based
and text-based attributes by recursively splitting data on the
most informative features. It provides an interpretable
structure, enabling transparent classification of accounts
while effectively handling categorical and numerical
variables for detecting spambots and fake followers.

k
TO=1-)p M

Random Forest: Random Forest constructs multiple decision
trees and aggregates their outcomes through majority voting,
ensuring robustness against noise and overfitting. It evaluates
diverse features simultaneously, improving generalization
and accuracy while reliably identifying automated accounts
with complex, nonlinear behaviors within social network
environments.
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SVM: Support Vector Machine determines an optimal
hyperplane to maximize class separation between human and
automated accounts. Its strength lies in high-dimensional
analysis with kernel functions, enabling precise detection of
subtle feature differences while maintaining resilience
against overfitting and noisy datasets.

XGBoost: XGBoost builds sequential boosted decision trees
using gradient optimization, capturing intricate feature
interactions and improving accuracy over traditional models.
It processes both structured and text-based attributes
efficiently, scales to large datasets, handles imbalance
effectively, and ensures strong performance for spambot
identification.

K
9 = "(Z fk(xi)>,fk €F @
k=1

Naive Bayes: Naive Bayes applies probability-based
classification by leveraging conditional independence among
features. It quickly processes large-scale text and structured
data, assigning accounts to categories based on likelihood.
Despite simplicity, it offers efficiency, serving as a
lightweight, reliable baseline for bot identification tasks.
P(B|A).P(4)
PUIB) = = )

AdaBoost: AdaBoost combines sequential weak classifiers,
emphasizing misclassified examples with adaptive weights to
boost detection strength. It improves prediction consistency,
reduces bias, and handles imbalance effectively while
maintaining interpretability, ultimately creating a composite
model well-suited for detecting spambots across noisy
datasets.

Stacking Classifier: Stacking integrates multiple base models
by training a meta-classifier on their predictions. It captures
diverse algorithmic strengths, reduces individual weaknesses,
and enhances overall detection accuracy by analyzing both
feature-based and text-based characteristics, ensuring
comprehensive identification of fake and automated
accounts.

31;: I Yhase) = 9(f1(x):f2(x): ---:fm(x)) 4)

Voting Classifier: Voting combines outputs of multiple
classifiers through majority consensus, improving decision
stability and reducing errors from individual models. By
leveraging complementary algorithmic perspectives, it
delivers balanced, reliable detection of spambots and fake
followers while maintaining straightforward interpretability
of results.

9 = argmax, (Z I (5 = c)) (5)

i=1
e) Integration of XAI and Flask Framework:

The integration of Explainable Artificial Intelligence
(XAI) with the Flask framework enables both transparency
and accessibility in machine learning applications. XAl
techniques, such as SHAP (SHapley Additive exPlanations)
and LIME (Local Interpretable  Model-Agnostic
Explanations), provide interpretable insights into model

www.ijesat.com

predictions, highlighting feature contributions and decision-
making processes. By incorporating these explanations, users
can understand why a model classifies an account as a bot or
human, increasing trust and accountability.

Flask, a lightweight Python web framework, serves as the
interface for deploying these models and visual explanations.
It allows seamless interaction between the backend Al
models and the front-end user interface. Users can input data,
receive predictions, and view detailed XAl-generated
explanations in real-time, making the system intuitive,
transparent, and user-friendly.

IV. EXPERIMENTAL RESULTS

Accuracy: The accuracy of a test is its ability to differentiate
the patient and healthy cases correctly. To estimate the
accuracy of a test, we should calculate the proportion of true
positive and true negative in all evaluated cases.
Mathematically, this can be stated as:

| TP + TN
CoUracy = Ip 1 FP+ TN + FN

Precision: Precision evaluates the fraction of correctly
classified instances or samples among the ones classified as
positives. Thus, the formula to calculate the precision is given
by:

(6)

Precisi True Positive 7
recision =
True Positive + False Positive @)

Recall: Recall is a metric in machine learning that measures
the ability of a model to identify all relevant instances of a
particular class. It is the ratio of correctly predicted positive
observations to the total actual positives, providing insights
into a model's completeness in capturing instances of a given
class.
Recall L 8
ecall = ——
TP + FN ®

F1-Score: F1 score is a machine learning evaluation metric
that measures a model's accuracy. It combines the precision
and recall scores of a model. The accuracy metric computes
how many times a model made a correct prediction across the
entire dataset.

Recall X Precision
F1 Score = 2 %

1
Recall + Precision *100(9)

Table.1 Performance Evaluation — Cresci — 15

ML Model | Accuracy | Precision | Recall F1-
Score
Decision Tree 0.979 0.979 0.979 | 0.979
RF 0.993 0.993 0.993 | 0.993
SVM 0.988 0.988 0.988 | 0.988
XGBoost 0.995 0.995 0.995 | 0.995
Naive Bayes 0.938 0.943 0.938 | 0.938
AdaBoost 0.994 0.994 0.994 | 0.994
Stacking 0.999 0.999 0.999 | 0.999
Classifier
Voting 0.998 0.998 0.998 | 0.998
Classifier

In Table.1, comparative results highlight that the
Stacking Classifier achieved the highest overall performance
among all evaluated algorithms.
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Fig.4 Comparison Graph — Cresci — 15 Fig.6 Enter Input Data

In fig.4 highlights the Stacking Classifier as the highest-
performing algorithm, where Accuracy is green, Precision is
dark green, Recall is light blue, and F1-Score is red across all
models.

Fig. 6 shows the Twitter interface where users input
profile details and tweet text, including followers, friends,
and status counts.

Table.2 Performance Evaluation — Cresci — 17 L
Prediction Result

ML Model | Accuracy | Precision | Recall | F1- Fredicred:Bor
Score
Decision Tree | 0.975 0.975 | 0.975 | 0.975 e —
RF 0.990 0.990 | 0.990 | 0.990 b
SVM 0.954 0.955 | 0.954 | 0.954
XGBoost 0.991 0.991 | 0.991 | 0.991

Naive Bayes | 0.689 0.799 | 0.689 | 0.657
AdaBoost 0.987 0.987 | 0.987 | 0.987

Stacking 0.995 0.995 0.995 | 0.995 Fig.7 Predicted Results
Classllﬁer Fig. 7 displays the prediction output, indicating 'Bot'
Voting 0.987 0.988 0.987 | 0.988 along with corresponding feature values entered for analysis
Classifier and classification.
In Table.2, results show that the Stacking Classifier
achieved the highest overall performance compared to other Enter Twitter Username

Usemame

evaluated machine learning models.
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Fig.5 Comparison Graph — Cresci — 17 Fig.9 Predicted Results

Fig. 5 highlights the Stacking Classifier as the top-
performing algorithm, comparing eight classifiers across four
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Fig.9 displays the prediction outcome, showing 'Bot' for
the entered username along with relevant account feature
details.

V. CONCLUSION

The study demonstrates that combining feature-based and
text-based data with advanced machine learning techniques
can effectively detect spambots and fake followers on social
networks. By employing Recursive Feature Elimination
(RFE) for feature reduction and addressing class imbalance
through SMOTE and SMOTEENN, the models were able to
achieve high predictive performance. Ensemble learning
strategies, particularly the Stacking Classifier, delivered the
best results, attaining 99.9% accuracy on the Cresci-15
dataset and 99.5% accuracy on the Cresci-17 dataset,
highlighting the robustness of combining multiple
algorithms. Integration of explainable AI techniques,
including LIME and SHAP, provided detailed insights into
feature importance, ensuring interpretability alongside high
accuracy. The results confirm that advanced ensemble
models with carefully selected features and balanced datasets
can significantly improve the detection of automated
accounts, while interpretable methods enhance understanding
of decision-making processes. Overall, the findings suggest
that incorporating feature selection, sampling strategies, and
explainable machine learning approaches not only maximizes
detection accuracy but also strengthens transparency and
reliability, providing a comprehensive solution for
monitoring and mitigating the impact of spambots and fake
followers in social network environments.

Future Scope

Future research can focus on extending the detection
framework to handle evolving and more sophisticated
automated accounts that continuously adapt their behavior to
evade identification. Incorporating real-time data streams
from multiple social networks can enhance scalability and
responsiveness, allowing models to detect spambot activity
as it occurs. Advanced deep learning techniques, including
transformer-based language models, could be explored to
capture complex textual patterns alongside feature-based
signals. Additionally, integrating multimodal data, such as
images, videos, and network interactions, may improve
detection accuracy. Further exploration of explainable Al
approaches will help ensure transparency in increasingly
complex models, enabling users and administrators to
interpret predictions reliably. Optimizing computational
efficiency for deployment in large-scale social network
environments will also be a key area for improvement.
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